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has contributed to not only the ongoing fragmentation of policing in society, but with 
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Introduction 


It has become abundantly clear that the delivery of policing services in many 
countries is no longer the exclusive purview of the state. In the last 25 years, the 
growth of the private policing sector has been explosive and largely unfettered. 
Within the broad realm of private policing, researchers have overwhelmingly focused 
on security services (in particular, uniformed security guards and _ security 
technology). Considerably less attention has been paid to those organizations in 
the private sector that provide more sophisticated investigative and risk management 
services that target more serious and complex crimes (such as economic, computer, 
organized or terrorist-related crimes). 

Although statistical and empirical data are scarce, anecdotal evidence indicates that 
in recent years there has also been a rapid growth in the forensic investigative field, 
and a commensurate increase in the use of forensic accounting services by both 
private and public sector clients. The growth of the forensic investigative field has 
been attributed to a number of factors, including a real and perceived increase in 
fraud! and other forms of economic crimes,” the inability of the state to unilaterally 
cope with the rising tide of economic crime due to limited resources, the reluctance 
of corporate crime victims to turn to the public police (with a preference for in-house 
or private sector professionals) and the need for highly specialized (accounting) 
expertise. 

In recent years, forensic accounting practices have been at the forefront of a 
bourgeoning anti-money laundering (AML) industry.’ For years, forensic accoun- 
tants from the private sector have been used by government agencies in proceeds of 
crime investigations and prosecutions. The type of AML services offered by private 
sector organizations have proliferated considerably in recent years and are no longer 
limited to forensic accounting. Numerous services geared toward private sector 
organizations vulnerable to criminal money laundering and terrorist finances* are 
offered, such as risk assessments, regulatory compliance services, policy and 
programme development, training, due diligence, detecting suspicious transactions, 
investigations and asset tracing. 

Since at least the early 1980s, proceeds of crime enforcement have been used by 
governments to combat organized and economic crime. A focus on the financial 
underpinnings of organizations that pose security threats has taken on new meaning 
and urgency following the 2001 terrorist attacks. A significant target of government 
counter-terrorism policies and programmes is the funds used to finance the 
operations of political extremist groups. New legislative measures in the United 
States and other countries have also placed an unprecedented onus on the private 
sector to detect and report suspicious funds, transactions or clients that may be 
related to organized crime or terrorist activities. These developments have accelerated 
the growth of the private sector AML industry and have led to an increased overlap 
between and public and private policing in financial crime’ prevention and 
enforcement. This industry has contributed to what Johnston (1999) calls the 
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“fragmentation” of policing and security, in that these services are no longer 
exclusively offered by the state, but carried out by a number of different agents (e.g., 
private citizens, nongovernmental organizations, the private sector). 

Within the context of private policing, the growth of the AML industry is 
significant and unique in that it is concerned with a form of criminality that is much 
more complex, multi-jurisdictional and threatening to mass society compared to the 
“street-level” property crime that is the focus of most private security firms. The 
advent and growth of the AML industry means that private policing now addresses 
the full spectrum of threats to society, stretching from the most rudimentary disorder 
and property crime problems all the way to complex, serious, highly-organized and 
multi-jurisdictional criminal and national security issues (the last bastion of policing 
and security that was the exclusive domain of the state). With the increased attention 
being paid to detecting terrorist financing within the private sector, the anti-money 
laundering industry may have also initiated a fragmentation of national security 
enforcement. 

In short, in recent years there has been an ongoing expansion of the private sector 
in addressing major and serious crimes as well as an increased overlap between the 
private and public sectors in addressing money laundering and terrorist financing 
specifically. Despite these developments, and their implications for policing and 
security governance, little scholarly research has been conducted that focuses on the 
intertwined areas of forensic accounting, forensic investigations and AML services. 
Moreover, there are few government policies or programmes that address, capitalize 
upon, nurture or even regulate these private policing services. The purpose of this 
study is to help address these research voids, while providing a broad public policy 
direction that can contribute to the effectiveness of money laundering and terrorist 
financing enforcement within the context of a holistic approach to security 
governance. 


Research Design 


There were six objectives of the study® that informs this article: to explore the role of 
the private sector in combating money laundering and terrorist financing, with 
particular emphasis on private forensic investigative and risk management services; 
through case study research in Canada and other selected countries, to explore 
examples of cooperation between private and public policing organizations in 
combating money laundering and terrorist financing; to identify and examine public 
sector policies and programmes in Canada and abroad that address this role of 
private sector financial investigative agencies (FIAs), including policies and 
programmes that nurture cooperation and coordination between the private and 
public sectors; to identify policies, programmes and partnerships involving private 
sector FIAs that are successful or innovative and which can be used as a benchmark 
for future money laundering and terrorist financing enforcement policies and 
programmes in Canada; to explore the pros and cons of an increased role of private 
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sector FIAs in combating money laundering and terrorist financing; and develop 
public policy options regarding this role of private sector FIAs. This article presents 
qualitative data from both secondary and primary sources. The research methods 
used for this study were a review of electronic and printed literature and structured 
interviews. 


Literature Review 


A review of printed and electronic literature, including scholarly monographs, 
government reports, the media and Internet websites, was undertaken in the first 
phase of the project. This secondary research gathered data relating to concepts, 
theories and empirical data on money laundering, terrorist financing, their 
enforcement in Canada and abroad, private sector policing, forensic investigative 
and anti-money laundering services, as well as public policies and programmes 
addressing the role of the private sector in combating financial and organized crime. 
Relevant literature was identified by using a systematic and comprehensive keyword 
search of relevant social scientific and criminological/criminal justice bibliographic 
databases. The principal keywords used as part of this search were “money 
laundering”, “terrorist financing’, “private policing’, “private security’, “security 
industry’, “forensic accounting” and “forensic investigative”. The literature identified 
through these searches was in addition to material that I had accumulated over the 
years through my ongoing research into the subjects directly addressed by this study. 


Selection of Cases 


Having worked in and studied money laundering enforcement and the forensic 
investigative industry for a number of years, I was intimately familiar with the 
relevant public sector agencies in Canada and abroad as well as private sector 
companies and organizations that provided AML services. The private and public 
sector organizations used as case studies were chosen because of their comprehensive 
range of AML services. Furthermore, private sector organizations used as cases were 
chosen from three different categories of AML service providers based upon the 
size of the company, as well as the type and range of AML services offered. 

This first category entails full-service accounting firms that combine their core 
accounting function with risk management and investigative services to provide a 
wide array of AML services. The companies that fall into this category, and which 
were used as case studies, include the “Big Four” accounting firms—KPMG, Ernst 
and Young, PriceWaterhouse Coopers and Deloitte Touche Tohmatsu—all of which 
are multinational in scope and represent the largest accounting-based professional 
service firms in the world. Also included in this category are smaller, full service 
accounting/professional services firms that offer AML services. Grant Thornton was 
used as a case study for this sub-category given its comprehensive line of AML 
services and its multinational structure. 
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The second category includes firms that specialize in forensic accounting and other 
related (financial) investigative, security and risk management services. These firms 
are differentiated from those in the first category in that their range of services is 
narrower and their scope of operations much smaller. Three companies were used as 
case studies: Forensic Investigative Associates, Kessler International and Kroll Inc.— 
all of which offer a range of AML services. The third category includes smaller 
companies that provide AML consulting services to the private sector, primarily to 
help ensure compliance with transaction reporting legislation. Three companies were 
used as case studies for this category: the Canadian-based About Business Crimes 
Solutions, the American-based HighQuest Partners and the British-based Silkscreen 
Consulting. These three case studies were chosen due to their comprehensive range of 
AML consulting services and to provide for an international comparative analysis. 

For each of the private sector case studies, secondary literature was gathered on the 
organization, and the nature and scope of its AML services. Relevant background 
documentation was obtained by visiting the Internet websites of each company, 
obtaining marketing literature and reviewing third party literature (including 
scholarly and media literature as well as information available through corporate 
databases such as Lexis Nexis, Bloomberg and Dunn and Bradstreet). Following a 
review of this background documentation and secondary literature, individuals in 
operational and management positions were identified and then contacted for an 
interview. Prior to or during the interviews, each company was asked to provide 
examples of real AML cases they had worked on (with identifying information 
deleted). Background material on AML services was obtained from each of the 
private sector cases studies. Personal or telephone interviews were conducted with 
each of the private sector cases except for Deloitte Touche Tohmatsu and Silkscreen 
Consulting. Examples of AML cases were obtained for all companies examined except 
Deloitte Touche Tohmatsu, PriceWaterhouse Coopers, Silkscreen Consulting and 
Kessler International. 

The structured interviews conducted with private sector companies addressed such 
issues as: the nature and scope of AML services offered; the service most frequently 
requested from or provided to clients; the professionals, expertise and skills used to 
carry out these services; the extent, nature and scope of the AML work provided to 
government agencies; unique or innovative work performed in this area; the pros and 
cons (strengths and weaknesses) of having private sector companies perform this 
work (relative to government agencies); and the most appropriate role for private 
sector FIAs in combating money laundering and terrorist financing. In total, 12 
interviews were conducted with private sector companies (including separate 
interviews with different representatives of some companies). 

International research was undertaken to compare and contrast findings from 
different countries in relation to each of the aforementioned research objectives. 
Different countries were selected to address those research objectives concerned with 
government policies, programmes and enforcement operations relating to money 
laundering and terrorist financing as well as private sector involvement in AML 
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service provision. To this end, the international (public sector) cases examined 
include those from the United States, Australia, South Africa and the United 
Kingdom. For each country, the goal was to study at least one public sector agency 
from both the policy and operational enforcement categories, respectively. The 
criteria used to narrow the scope of those public sector cases and to ensure 
consistency and comparability among them were twofold: they had to be a federal 
government agency, and they had to be recognized as a lead organization with respect 
to money laundering policy or enforcement activities for each country. The public 
sector organizations chosen for each of the aforementioned countries is summarized 
in Table 1. 

The first step in examining each of the public sector cases was to gather secondary 
literature on the agency, including its roles, responsibilities and activities in the area 
of financial and proceeds of crime enforcement. Attempts were also made to identify 
information pertaining to public policies and programmes that promote cooperation 
with the private sector policing and AML service providers specifically. Relevant 
background documentation was obtained by visiting the Internet websites of these 
agencies, identifying relevant government audit reports, searching bibliographic 
databases, reviewing third party literature (including scholarly and media literature) 
and contacting the agencies directly. Following a review of this background 
documentation and secondary literature, individuals in management positions in 
the relevant sections of each agency were identified and then contacted for an 
interview. Personal or telephone interviews were conducted with each of the public 
sector cases, except for the Financial Intelligence Centre in South Africa. In total, 16 
structured interviews were conducted with public sector agencies (including separate 
interviews with different representatives of some agencies), addressing a range of 
relevant issues. 


Table 1 Public-sector agencies used as case studies 


Country Policy Operational 
Canada Department of Justice, Criminal (1) RCMP Proceeds of Crime Branch; 
Law Policy Section (2) RCMP Economic Crime Branch; 
(3) Organized Crime Agency of British 
Columbia 
United States Department of Justice, Criminal (1) Financial Crimes Enforcement 
Division, Asset Forfeiture and Network; (2) United States Bureau of 
Money Laundering Section Immigration and Customs Enforcement 
United Kingdom Home Office (1) National Crime Squad; (2) National 
Criminal Intelligence Service (Economic 
Crime Branch) 
Australia (1) National Crime Authority; (1) National Crime Authority; (2) 
(2) Australian Transaction Reports Australian Transaction Reports and 
and Analysis Centre Analysis Centre 


South Africa Financial Intelligence Centre Financial Intelligence Centre 
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The Private Policing Sector: An Overview 


Any discussion of private sector FIAs, and their role in combating financial crime, 
must be placed within the context of the tremendous growth of private policing in 
recent years. In the early 1980s, Clifford Shearing and Philip Stenning (1983: 1) 
provided both an erudite analysis and a prescient prediction when they wrote that the 
growth of private policing constitutes a “revolution in policing as significant for order 
maintenance as the nineteenth-century changes that created the public police”. Some 
17 years later, Stenning (2000: 328) stated: “[I]t is now almost impossible to identify 
any function or responsibility of the public police which is not, somewhere and under 
some circumstances, assumed and performed by private police in democratic 
societies.” 

Notwithstanding their suspect accuracy, estimates of the size of the private policing 
sector for most Western countries consistently indicate a rapid growth that has led to 
a swelling of the number of private security personnel (which in some countries 
exceed that of public police). According to Statistics Canada figures, while both 
private security and public police forces grew between 1971 and 1991, the number of 
private security guards increased by 125 per cent while the number of police officers 
rose by only 41 per cent. By 1991, the estimated number of Canadian private security 
employees outnumbered police officers by a ratio of more than two to one (Campbell 
& Reingold, 1994). Using Statistics Canada’s Survey of Employment Earnings and 
Hours, Sanders (2003) estimates that between 1991 and 2001, employment in the 
field of Investigation and Security Services increased by more than 60 per cent 
compared to less than 1 per cent for public police officers. According to 1996 data 
compiled by Statistics Canada, there were 59,090 police officers in Canada and 82,010 
private security personnel, of which 69,780 were security guards and 12,230 were 
private investigators. The latter represents an increase of 48.9 per cent over the 1991 
estimated number of private investigators (Swol, 1999: 36). 

Gerden (1998) estimates there are 200,000 people working in the private security 
industry in Canada. In the United States, according to Cunningham (2003), the 
private security industry employs at least 2 million people, while annual expenditures 
for security products and services exceed US$200 billion. De Waard (1999: 155) 
estimates the number of private security personnel for the United States in 1996 to be 
1.5 million, although he concludes this number is still almost twice that of people 
working in public police. In the 15 countries that made up the European Union in 
1996, De Waard (1999: 153) estimates that almost 600,000 people were employed in 
the private security industry. This figure is considerably less that the estimated 1.4 
million public police personnel employed in the same countries in 1996 (De Waard 
(1999: 155). In Britain, there were approximately 160,000 private security personnel 
in 1996 compared to 185,156 public police (De Waard, 1999: 155). By 1999, 
according to Prenzler and Sarre (1999), the private security industry in Australia was 
up to three times the numerical strength of the police, although De Waard (1999: 
155) estimates the number of private security personnel to be less than twice the 
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amount of public sector personnel. South Africa is estimated to have the greatest 
disparity between private and public police personnel. De Waard (1999: 155) 
estimates there are 363,928 of the former compared to 126,300 of the latter. 

For Stenning and Shearing (1980), the expansion of the private policing and 
security industry has been spurred on by broader economic and social changes 
occurring in many Western societies. Of particular significance has been the increase 
in mass privately owned property; large-scale condominium complexes, gated 
communities and sprawling private shopping, commercial and industrial develop- 
ments. In addition, the growth of private policing reflects the limitation of the police 
and the criminal justice system in crime control, public safety and order maintenance 
(Cunningham & Taylor, 1985; Normandeau & Leighton, 1990; Johnston, 1999; 
Ericson & Haggarty, 1997; Hunt, 2000; Murphy & Clarke, 2002; Button, 2004). Hunt 
(2000: 39) writes that there is a growing consensus that “the criminal justice system 
cannot always resolve a problem. The prosecution and sentencing end of the system, 
fraught with delays and sometimes seemingly pro-criminal and anti-victim, has 
left many people disenchanted.” For the Law Commission of Canada (n.d.: 24), 
“one reason why private security has increased, then, may be in response to the 
‘expectation gap’— that is, the gap between what people expect from the police and 
what the police can deliver”. Murphy (2000: 35) agrees, stating: 


[P]ublic police are less and less able to satisfy either very broad demands or very 
specialised demands for security, order and protection services outside of crises. In 
effect, public police are doing less, leaving public and private spaces less protected 
than in the past.... As public demands for more security, order and protection 
collide with the fiscal constraints that force police services to do less, private 
security is in demand. 


Button (2004) writes that the growth of private security is an inevitable consequence 
of the inability of the police to satisfy public demands. The private sector has filled 
this gap in security by generally adopting a “soft” approach to policing, which is 
distinguished by such “liberal democratic” principles as prevention, proactive 
operations, consensus, discretion and partnerships with the police (while trying to 
avoid using the criminal justice system). 

Murphy (2000: 35, 36) contends the growth in private policing is a result and a 
reflection of fundamental changes that are taking place in post-industrial, 
postmodern societies. He argues that the public is demanding more conventional 
police and security services as well as new ones, but is less willing to support tax- 
based expansion of public policing. For others, the expansion of the private security 
industry is reflective of the “risk society’, which is a distinct stage in modernity 
whereby individuals have become obsessed with personal security. This preoccupa- 
tion with protecting oneself from the ubiquitous hazards of daily life (Johnston, 
2001) has arisen as a personalized psychological response to increased global threats 
(terrorism, weapons of mass destruction, environmental degradation, the spread of 
disease, etc.) that many see as beyond effective control (Beck, 1991). Thus, the 


Policing & Society 293 


demand for private policing and security transcends the notions of crime or law 
enforcement, but encompasses broader concerns of risk, safety and security (Ericson 
& Haggerty, 1997). 

Some have viewed the rise of private policing as part of a neo-conservative 
governance ideology that advocates a smaller, less interventionist role for the state in 
security and society in general (Crawford, 1997; Garland, 1996, 2001). This includes 
the introduction of “market-based forms of service delivery into the public sector or, 
at the very least, to subject public sector organisations to the effects of quasi-markets” 
(Johnston, 1999: 181). Garland claims that private policing and community crime 
prevention are part of a broader “responsibilization strategy” implicitly pursued by 
neo-conservative governments that involves “the central government seeking to act 
upon crime not in a direct fashion through state agencies but instead by acting 
indirectly, seeking to activate action on the part of non-state agencies and 
organizations” (Garland, 1996: 452). According to the Police Futures Group (n.d.), 
private policing is a cogent example of “the deconstruction of the nation-state, which 
is characterized by diffusion of formerly centralized state authority among many 
institutions, both public and private, withdrawal of government from the provision 
of public services and the growing dominance of market forces in deciding public 
issues’. Bayley and Shearing (2001: 1) agree, writing that policing is being 
transformed and restructured in the modern world: 


The key to the transformation is that policing, meaning the activity of making 
society safe, is no longer carried out exclusively by governments. Indeed, it is an 
open question as to whether governments are even the primary providers. 
Gradually, almost imperceptibly, policing has become “multilateralized”: a host 
of non-governmental groups have assumed responsibility for their own protection, 
and a host of non-governmental agencies have undertaken to provide security 
services. Policing has entered a new era characterized by a transformation in the 
governance of security. 


An Overview of the Forensic Investigative Industry 


Like the private policing sector in general, the past ten years have witnessed an 
unprecedented growth of private sector resources specifically dedicated to combating 
economic crime. One of the fastest growing and most prodigious professions 
dedicated to this realm of criminality has been forensic accounting. While Canada has 
always had its share of private investigators, this segment of the private policing 
industry was irreversibly changed with the birth of the first forensic accounting 
practice in North America. According to Lorinc (1998: 85): 


The Canadian forensic accounting industry was born in the early ‘70s, when two 
large CA firms were asked to participate in a public inquiry examining the collapse 
of a financial institution. From then, law enforcement agencies began retraining 
CAs to work on corporate fraud cases, such as stock manipulation scams. Then, in 
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1975, a pair of young CAs set up a practice specifically to offer “litigation support” 
to police investigators and Crown attorneys. Bob Lindquist and Don 
Holmes ... initially operated out of the trunk of a car. Later joined by Tedd 
Avey, they worked with law enforcement agencies on stock manipulation schemes 
and fraudulent bankruptcies. Their job was to crunch numbers— combing through 
invoices, bank accounts or trading records—then present expert testimony in 
court. 


It was not long before each of Canada’s largest accounting firms had developed its 
own forensic practice. As this sector of the accounting profession matured, these 
firms began recruiting senior investigators from the Royal Canadian Mount Police 
(RCMP) as well as provincial and municipal police forces and relevant regulatory 
agencies to complement their accounting resources with the goal of developing a 
sophisticated and wide-ranging investigative capacity. In addition to accountants and 
police officers, these firms also employ other relevant professionals, including 
criminologists, security specialists, intelligence analysts, MBAs and computer 
specialists. Today, forensic accounting practices and firms provide a number of 
investigative, risk management and consulting services to the public and private 
sectors. 

The emergence, growth and increased currency of the forensic accounting 
discipline and the forensic investigative industry are due to number of factors, 
which can be summarized as follows: 


+ The prevalence and increase in the frequency, organization and sophistication of a 
wide range of economic crimes and resulting financial losses to consumers and 
corporations (Federal Bureau of Investigation, 1995, 1998; United States Congress, 
1997; Harrington, 1998; Janhevich, 1998; KPMG, 1998a, 1998b; Leblanc, 1999; 
Levi & Sherwin, 2000; Neumeister, 2000; Ernst and Young, 2003; Young, 2003; 
Canadian Banker’s Association, 2006; Federal Trade Commission, 2004). 

+ The decreased capacity of public law enforcement agencies to service the demands 
of consumers and corporations that have been victimized by economic crime due 
to a combination of the increased scope of the problem and limited government 
resources (Ericson & Haggarty, 1997; Harrington, 1998; KPMG, 1995, 1998c; 
Kuitenbrouwer. 1998; Edmonds, 1999; Hunt, 2000; Bronskill, 2003; Ernst and 
Young, 2003; Gray, 2003). 

+ The demand for specialized forensic accounting expertise among public police to 
support their own economic crimes investigations. 

- A reluctance of private sector corporations to hire public police due to their desire 
for secrecy, control over investigations and the swift recovery of assets (Cunning- 
ham et al., 1990; Gill & Hart, 1999: 253; Ernst and Young, 2003: 7). 

- A greater satisfaction with the private sector investigative results (Ernst and Young, 
2003: 7). 

+ Years of cutbacks within private sector companies that have negatively affected 
internal security and controls, including downsizing at the mid-level manager 
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level, which is vital to oversight and the prevention of internal theft within 
companies (KPMG, 1998a, 1998b). 


The forensic accounting sector can be viewed as both a part of, and distinct from, the 
larger private policing industry. Murray and McKim (2000: 6) lay out a typology 
consisting of five categories of private policing functions, which range from the most 
complex (forensic investigations) to the most basic (static security guards) (see Table 2). 

The degree of complexity, specialization and sophistication that is required to 
unravel certain economic crimes is the first characteristic that distinguishes the 
forensic investigative field from the rest of the private policing sector. Many of the 
critiques levelled at the private security industry—in particular, the lack of training 
and professional standards—certainly cannot be applied to personnel within forensic 
accounting practices. Similar to the private policing sector in general, however, the 
private (forensic) investigative sector is only loosely regulated. For the purpose of this 
research, a distinction is made between companies and individuals performing 
forensic (financial) investigations and those that carry out the more traditional 
private investigative functions—the “gum-shoe” private “dick” popularized by such 
fictional characters as Philip Marlow. While there is some overlap between these two 
categories, the fundamental difference between the two stems from the nature of the 
problem targeted, the disciplines and expertise applied and the level of sophistication 
involved in the investigative work. Forensic investigations help adjudicate or 
ameliorate complex financial and commercial transgressions and disputes (civil 
and criminal) for corporate and government clients. While private investigators carry 
out a wide range of services, most of this work actually steers clear of investigative 
work, sophisticated or otherwise. Instead, most of their duties revolves around more 
rudimentary tasks as serving writs and summonses; bailiff work; surveillance; tracing 
missing persons, offenders or witnesses; and debt collection (Killam, 1982; Prenzler & 
King, 2002). 


Table 2 Private security functions by level of similarity to police functions 


Level Function Activities Character of activities 
1 Forensic Investigate frauds and problematic Complex, often requiring 
investigation business transactions specialized training, matters often 


settled privately rather than 
through the criminal justice system 


2 Corporate Protect complex operations, Agents are employed by large 

security prevent crime against corporations, corporations 
internal investigations 

3 Private Generally undertake civil and Activities such as pre-employment 
investigation private investigations checks, surveillance 

4 Enhanced Prevent crime actively, conduct Moderately high risk activities, 
security limited patrols, enforce by-laws on —_quasi-police functions, appearing 
services contract to a local authority to have a policing character 

5 Static guards Secure property, limit loss, control _ Low risk activities 


access to buildings and sites 
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Forensic accounting integrates accounting, auditing and investigative techniques. In 
their Statement of Forensic Accounting Standards, the Institute of Chartered 
Accountants in Australia (2002) defines “forensic accounting services” to mean the 
provision of professional services (but not legal services) in: 


a) assisting or advising clients in any aspect of accounting relating to the financial 
investigation of: (i) the quantum of economic loss; (ii) valuations of shares and 
other assets; (iii) breaches of professional standards or relevant corporations or 
securities law; (iv) fraud; and (v) such other investigative work; and b) presentation 
of the results of that analysis for the purposes of dispute resolution or litigation in a 
Court or Tribunal or other forum, and the giving of evidence. 


The role of the forensic accountant is to analyze, interpret, summarize and present 
financial and commercial accounting issues that are often subject to some level of 
dispute either in a civil or criminal context. The resulting information must be 
properly supported and suitable for presentation to a court or alterative adjudication 
to form the basis for discussion, debate and ultimately dispute resolution. Likewise, a 
“forensic audit” entails an examination of evidence regarding an assertion to 
determine its correspondence to established criteria carried out in a manner suitable 
to the court (Zysman: www.forensicaccounting.com/one.htm#start). 

Individually and collectively, forensic accounting and investigative organizations in 
the private sector provide a vast range of services that transcend (forensic) 
accounting, audits or investigations. The services offered by organizations examined 
for this research can be summarized as follows: 


+ Risk advisory services: fraud risk management, prevention of fraud and other 
crimes, physical security and personnel protection consulting, ethics and integrity 
services. 

- Investigations: fraud and theft investigations, asset tracing, investigations and 
reviews for government regulators, regulatory compliance reviews for companies, 
worker compensation claims determination and investigation, forensic accounting 
support for police investigations. 

+ Litigation support: damage quantification, expert court witness services in 
litigation and arbitration, settlement negotiations. 

« Intellectual property services: protection of clients’ intellectual property, recovery 
of revenue from royalty and license agreements, ensuring compliance with licenses, 
assisting in the resolution of intellectual property disputes, investigating infringe- 
ment of patents and copyrights. 

+ Due diligence: background checks of clients’ prospective and current employees, 
personnel, suppliers, vendors, franchisees, joint venture partners and so on. 

+ Computer and information technology security and investigations: providing risk 
management, investigative and security services in relation to computing and data 
storage, computer network security, digital evidence recovery and analysis, forensic 
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data analysis services (“data mining”) to uncover processing inefficiencies and 
biases in data, errors and fraudulent activity. 


Anti-money Laundering Services 


Financial investigative practices have responded to recent developments that have 
heightened the demand for anti-money laundering services within both the public 
and private sectors. The introduction of large cash and mandatory suspicious 
transaction reporting laws’ throughout the world has cultivated even further a 
specialization designed to combat the infiltration and circulation of criminal and 
terrorist funds in the private sector. Forensic accountants from the private sector are 
also used to support public proceeds of crime investigations and prosecutions by 
tracing paper trails that connect commercial and financial transactions and assets to 
criminal offenders, conducting net-worth analyses of offenders to identify discre- 
pancies between accumulated assets and legitimate revenue, and providing expert 
testimony in court. The importance of forensic accountants in money laundering 
enforcement is reflected in Canada through the RCMP-led Integrated Proceeds of 
Crime initiative—a multi-agency, multi-disciplinary task force approach to money 
laundering enforcement that includes federal funds to employ forensic accountants 
on both a permanent and contractual basis. 

Most forensic investigative practices offer a wide range of AML services (much 
wider than those the public police offer). Typical AML services marketed and 
provided by forensic accounting practices can be divided into two categories: 
proactive services (meant to prevent or detect money laundering activity and ensure a 
clients’ compliance with federal reporting laws) and reactive services (investigations 
into suspicious transactions for private sector clients as well as forensic accounting 
support and expert court testimony for government investigations and prosecutions). 
Based on this research, a summary of the services that fall under these two broad 
categories is provided below. 


Proactive AML Services 


Compliance Services. Most of the AML services offered by the private sector are 
concerned with assisting companies comply with transaction reporting laws. 
According to its Canadian website and American promotional literature, KPMG’s 
AML services are meant to help clients “achieve compliance with money laundering 
rules and regulations, build money laundering and fraud prevention awareness, and 
stay up to date on criminal cases, regulation, enforcement and criminal techniques” 
(KPMG, 1999; KPMG website, 2003). In assisting clients to achieve “compliance and 
reduce risk to the consequences of money laundering”, the AML services of Deloitte 
and Touche focus on “three readiness areas: Compliance, Know Your Customer, and 
Training and Awareness”. The same literature states that this service “will ensure 
sound compliance controls and protect your organization from becoming a victim of 
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illegal activity on an ongoing basis by identifying suspicious transactions while 
protecting your relationship with ‘honest’ customers” and preparing “your employees 
to act as the ‘first line of defence’” (Deloitte and Touche, 2002). Grant Thornton’s 
AML services in Canada are promoted under the moniker of “Mandatory Suspicious 
Transaction Reporting Consulting”, which is “designed to help organizations cope 
with federal mandatory and suspicious transaction reporting” (Grant and Thorton 
website, 2003). Some FIAs provide audit services and independent testing to ensure a 
client is in compliance with transaction reporting laws and to help “clients evaluate 
the effectiveness of their anti-money laundering, compliance and ethics programs” 
(KPMG, 2002). Interviews with officials from each of the FIAs indicated that 
transaction reporting compliance assistance is the most frequently requested AML 
service. 


Risk Assessment. According to most FIA officials interviewed for this study, a 
comprehensive package of AML services provided to clients usually begin with a risk 
assessment, which is meant to identify aspects of a company’s business practices that 
make it vulnerable to money laundering or terrorist financing. Most FIAs surveyed 
offered services that assess a company’s exposure to illegal funds, assess current 
control measures and identify high risk areas such as business relationships with 
clients, partners or correspondent banks in tax haven countries, drug source countries 
or countries known to harbour or fund terrorists. 


Policy and Programme Development. In ensuring compliance and minimizing risk, 
most FIAs provide services that assist clients in developing internal policies, 
procedures and controls for money laundering prevention, detection and transaction 
reporting. Grant Thornton’s policy development and review, for example, is meant to 
assist clients in developing “clear, comprehensive and well thought out guidelines for 
policies and procedures to meet the requirements of money laundering legislation 
currently in effect” (Grant and Thorton website, 2003). 


Training. FIAs provide training to management and staff on essential aspects of 
money laundering prevention and control, including how to comply with federal cash 
and suspicious transaction reporting legislation. AML services offered by KPMG 
“anclude general and targeted training to management and staff” that “helps clients 
evaluate the effectiveness of their anti-money laundering, compliance and ethics 
programs” (KPMG, 2002). 


Due Diligence/Background Checks. Background checks and other due diligence 
services are offered by some FIAs to help clients screen prospective or existing 
customers, employees, suppliers and partners in order to detect individuals or 
organizations that may have criminal origins or connections. 
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Detecting Suspicious Transactions. FIAs assist clients in detecting and gathering 
information on suspicious transactions and financial irregularities in part through 
the used of automated suspicious transaction software. According to a promotional 
brochure entitled Money Laundering: Know Your Customer, KPMG _ provides 
services to “help clients monitor questionable transactions, as well as the 
effectiveness of their own compliance programs’, which includes the use of 
“highly sophisticated database tools to uncover hidden relationships among 
individuals, entities, or financial institutions” (KPMG, 2002: 1). The Belgium 
Forensic Practice of Ernst and Young perform “automated analysis to systematically 
detect on an early stage money laundering indications,” such as “detection of 
transfer from non-cooperative countries, detection of transfer from offshore 
companies, smurfing, gathering, dormant account, detection of abnormal transac- 
tions” (Ernst and Young website, 2003b). 


Investigations. FIAs will conduct investigations into suspected cases of money 
laundering for private sector companies. Investigations are generally conducted 
after a suspicious transaction or client has been identified and are most often used 
to screen out unsubstantiated money laundering referrals to government agencies. 
The AML investigative services provided to clients by KMPG revolve around 
identifying, confirming or refuting the existence of money laundering through the 
business of a client (KPMG, 2002: 1). AML investigative services offered by a FIA 
may also be prompted by regulatory or criminal sanctions launched against a 
client for non-compliance with, or other infractions against, transaction reporting 
legislation or other proceeds of crime laws. This investigative work is conducted to 
disprove charges and/or to fight sanctions proposed by regulatory or law 
enforcement agencies by providing expert witness testimony and assisting the 
legal counsel of clients in litigation and regulatory matters. Kroll Inc. markets its 
“AML Forensic Investigations” as a comprehensive and interdisciplinary inquiry 
into suspected money laundering activity, including flow of funds and counter- 
party link analysis, forensic data recovery and guidance in dealing with 
law enforcement and regulatory authorities (Kroll website, 2002). 


Forensic Accounting Support for Proceeds of Crime Investigations. Accountants are 
often contracted by law enforcement and prosecutorial agencies to provide forensic 
accounting support as part of government money laundering investigations. This 
work primarily consists of piecing together accounting and transaction records to 
link funds and assets to criminal offenders, and to develop a net-worth analysis of 
an accused. The purpose of the net-worth analysis is to estimate and prove in 
court discrepancies between a defendant’s legitimate income (as reported to 
government tax agencies) and their actual worth (based on actual assets and 
expenditures identified by police and accountants). 
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Expert Witness/Litigation Support. Forensic accountants will also appear in court as 
expert witnesses on behalf of the state. 


Public/Private Sector Policing Partnerships 


As indicated above, a frequent client of FIAs are government agencies, in particular 
law enforcement and prosecutorial agencies. This section examines the formal and 
informal cooperation and coordination that exists between public and private sector 
policing organizations generally and between law enforcement agencies and FIAs in 
the context of money laundering prevention and enforcement specifically. 

Shearing et al. (1985: 145) contend the “police-private security cooperation is 
rarely the subject of carefully thought out, force-wide policies but relies more on ad 
hoc arrangements which depend significantly on the individual police officers and 
private security personnel involved”. With that being said, the scholarly literature on 
private policing suggests that its growth over the last few years has produced a 
delineation in the patrol function (both informal and form) between private and 
public police, which is constructed along the lines of: private and public property, 
and prevention-oriented and incident-driven policing. In other words, the pre- 
ventative patrol function on mass private property has been ceded to private security 
agencies by municipal police, who now restrict their role on such property to 
responding to calls for service (often initiated by the private security force) 
(Cunningham & Taylor, 1985; Murray & McKim, 2000; Stenning, 2000; Police 
Futures Group, n.d.). 

This division of labour is often tacit in nature, but in some jurisdictions it has 
become formalized. In some instances, cooperation has taken place between private 
security forces and public policing agencies in the implementation of crime 
prevention programmes (including the employment of community and problem- 
oriented policing principles) (Brocklet, 1990; Seamon, 1995; Van den Berg, 1995). 
Formal agreements have been worked out between public police forces and private 
security agencies that facilitate the sharing of information and resources (Brocklet, 
1990; Golsby, 1998; Connors et. al., 2000; Institute for Law and Justice, 2001). Other 
formal partnerships include the training of security personnel by police departments 
in such areas as the law, their powers, the use of force and the completion of 
occurrence reports (Brocklet, 1990; Golsby, 1998; Murray & McKim, 2000; Institute 
for Law and Justice, 2001) and the contractual use of private security personnel by 
public police (Seamon, 1995; Greene et al., 1995; Secretary of State for the Home 
Department, 2001). These formal partnerships appear to be successful in terms of 
both process (a greater understanding and appreciation of the roles and responsi- 
bilities of both sides) and outcome (including a decrease in crime), although much of 
the evaluation evidence is anecdotal. In a survey of Canadian police executives by the 
Police Futures Group, 60 per cent of those polled reported some kind of partnership 
with the private security industry. Of these respondents, 84 per cent report their 
partnerships to be successful. The survey also found that 57 per cent of the police 
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organizations with no form of partnership with the private sector said they would 
consider it in the future (Police Futures Group, n.d.: 14-15). 

In February 2001, the British Home Secretary unveiled a 10-year plan to reduce 
crime, which, in addition to recruiting thousands more police officers, also included 
proposals for a more active and formal role for private security firms. According to 
the 2001 plan entitled Criminal Justice: The Way Ahead, the British government 
vowed to permit police to accredit private security companies to work “under police 
coordination to deliver improved community safety” such as in high-crime public 
housing communities (Secretary of State for the Home Department, 2001: 14). 
According to the Home Office publication, the role for the private security industry is 
placed within the context of how private and public police “can be coordinated to 
make the most effective contribution to making safer communities” (Secretary of 
State for the Home Department, 2001: 83). Despite this British initiative and the 
greater cooperation between public and private police organizations, few govern- 
ments have developed policies to address and promote such partnerships and even 
fewer governments have developed legislation to this end. 

The partnerships that exist among FIAs (and forensic accountants, in particular) 
and law enforcement agencies range from informal ad hoc engagements to highly 
formalized partnerships. Informal cooperation between private investigators and 
public police is frequent and generally consists of unofficial communications, 
initiated by private investigators with police agencies to gather information to be 
used by the former as part of their work. This type of partnership is rarely ever 
spoken about publicly because it may involve private investigators accessing 
confidential police data. This type of information exchange, however, does occur 
and is facilitated by a number of factors. Many private investigators are former police 
officers who still maintain strong professional and personal connections with their 
brethren in the law enforcement community. Prenzler and King (2002) report on 
instances where public police have provided information to private investigators to 
expedite public criminal investigations, which is also confirmed by research 
conducted as part of this study. 

Another implicit division of labour that is gradually emerging in money laundering 
enforcement is the proactive, prevention-oriented work conducted by private sector 
FIAs and other consultants to help companies comply with transaction reporting 
legislation and regulations. Government agencies do not have the resources to 
provide the comprehensive range of services and intensive work required to ensure 
private sector companies are in compliance. This void has been filled by private sector 
FIAs and other consulting firms, with very little public comment on the provision of 
these services by relevant government agencies (a curious silence, given the 
importance that governments have placed on ensuring corporations have in place 
strong AML internal controls). 

Notwithstanding this tacit coordination and division of labour, the formal 
cooperation that takes place between public police and forensic accounting 
organizations is unparalleled within the private policing sector as a whole. This 
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high level of formal cooperation results from the highly specialized skills and 
expertise of the latter, their ability to make a significant contribution to a financial 
crimes investigation and their credibility as expert witnesses in court. There is also a 
high level of respect among law enforcement officials for the contribution that 
forensic accountants can make to the investigation of financial crimes, which helps 
diffuse any asymmetrical relations between these two groups. In contrast, it is no 
secret that many police view security guards in a highly pejorative vein. According to 
Murray and McKim (2000: 11): 


[T]he implicit view is that when private security engages in quasi-police functions, 
it does so in an assistant capacity to public police, and should therefore defer to the 
higher authority and expertise of the police, if not be directed entirely by the police. 
For example, while a survey of police chiefs reveal that they characterize 
cooperation with private security as a “partnership”, responses to other questions 
suggested some lack of confidence in the abilities of the private sector. ... The 
exception to this rule would be forensic investigation, which survey respondents 
generally accepted as a specialist service that police could not always provide. 


Like most other countries, much of the formal cooperation between FIAs and 
public police in Canada revolves around the use of forensic accountants from the 
private sector in fraud and money laundering investigations. The RCMP in particular 
has tendered hundreds of contracts to accounting firms to assist in financial crime 
investigations over the years. Law enforcement officials interviewed for this study also 
indicated that their agencies have outsourced other specialized or labour-intensive 
duties to private sector companies, such as forensic computer analysis work, large 
document scanning and copying jobs, asset tracing and the analysis of wire tap 
transcripts. The Financial Investigations Division of the United States Bureau of 
Immigration and Customs Enforcement maintains standing contracts with private 
sector entities officially designated as “law enforcement assistance agencies” (often ex- 
law enforcement personnel) who undertake initial intelligence gathering for tactical 
investigations in cities and other locations where there are no experienced customs 
agents available. The purpose of this work is to identify investigative leads, which can 
then be turned over to Bureau agents, and/or to determine whether a criminal 
investigation should ensue. These private investigators have access to Customs 
databases, but have no law enforcement powers. According to Bureau officials 
interviewed for this study, this outsourcing to experienced contractors maximizes 
quality and efficiency in the initial stages of an investigation. The use of private sector 
personnel also provides a certain level of flexibility for the Bureau in being able to 
hire individuals with specific areas of expertise relevant to a particular file. 
Contracting out on a case-by-case basis can also be less expensive than hiring 
government employees. Based on their experience, the private contractors also help 
train and educate Bureau agents in a quasi-mentoring relationship. While privacy 
concerns may arise from allowing private sector firms access to government 
databases, this problem is mitigated by conducting a background check on all 
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contractors, and as part of their government contract, they must swear to abide by 
the federal Privacy Act. If they breach this contract, they can face criminal sanctions. 

Despite the well-established partnerships between private sector FIAs and public 
law enforcement, there is some evidence that the outsourcing of forensic accounting 
work to the private sector by enforcement agencies is gradually being curtailed. In a 
number of countries there appears to be a concerted effort to centralize forensic 
accounting resources, as well as money laundering regulatory and investigative 
powers and expertise, within government agencies. In the United States, the Inland 
Revenue Service, the Federal Bureau of Investigation and other federal enforcement 
agencies have hundreds of forensic accountants on staff and, according to American 
federal officials interviewed for this study, such services are typically only contracted 
out to the private sector in the event of an abnormally large investigation. In Britain, 
legislation has been passed that allows other government agencies to be accredited to 
investigate money laundering (without any type of accreditation extended to private 
sector investigative agencies). 

In Canada, the Forensic Accounting Management Directorate (FAMD) was created 
1998 with very little fanfare. Located within the Federal Department of Supply and 
Services, the mandate of FAMD is to provide an internal government source of 
forensic accounting expertise for federal law enforcement units, in particular the 
RCMP Proceeds of Crime and Economic Crime Programs. FAMD personnel also 
provide expert court testimony. Since the creation of FAMD, the amount of forensic 
accounting work contracted out to the private sector by the RCMP Proceeds of Crime 
program has dropped precipitously, according to research participants from the 
RCMP and Canadian accounting firms. Interviews with managers from the RCMP 
Proceeds of Crime Sections were mixed in their appraisal of FAMD. Some argued that 
the service provided by the new unit is inferior to the former system of contracting 
out work to FIAs because the personnel within FAMD are not as experienced or as 
qualified as those working in the private sector. It is also more difficult for 
government agencies to be held accountable for the quality of their work. One RCMP 
officer remarked that if the work of a private sector forensic accountant is 
substandard, he or she can be replaced quickly and efficiently by the contracting 
firm. This appears to be much more difficult with FAMD. Another RCMP official 
stated that police can no longer shop around for the most qualified forensic 
accountant. Other police members argued that FAMD is doing a sufficient job and 
there is little difference in the quality of forensic accounting services compared with 
the private sector. Moreover, according to one RCMP officer, FAMD facilitates a more 
efficient process because it eliminates the need to go through the time-consuming 
contract tendering process: “When we need accountants, we need them right 
away... we can’t wait for the bidding process to kick in.” Of most importance to 
some federal enforcement agency managers is the cost savings that FAMD brings. In 
fact, the creation of FAMD was in part to reduce the costs of outsourcing work to 
pricey private sector accountants. It is beyond the scope of this study to assess the 
decision to create FAMD and the impact it will have on the effectiveness of organized 
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and economic crime investigations. Regardless, there is little chance that FAMD will 
disappear in the next few years; this reality must be factored into any future policy 
option that advocates an increased and more formal role for FIAs in combating 
money laundering. 


Concerns with Private Sector Policing 


Any reluctance to promote or create a more formal relationship between public and 
private police stems from a number of reasons. Chief among these obstacles is the fear 
among some police unions concerning the ongoing growth and aggrandizement of 
private sector policing (Kinnear, 2000). This mistrust and suspicion stems in part 
from the perceptions that the private sector has intruded on the traditional domain of 
the public police and a concomitant trepidation among law enforcement personnel 
that an increase in private policing will mean a diminution of the stature, power and 
resources of public police. The resentment felt toward private policing may also stem 
from perceptions that the former has increasingly assuming one of the most 
significant and symbolic functions undertaken by the public police: patrolling the 
streets (Button, 2002). Law enforcement officials are also no doubt concerned with 
some other genuine realities of the private policing sector: poor training, a lack of 
minimum standards or accreditation, unethical and illegal tactics, and the use of 
excessive force (Waldern, 1998; Kinnear, 2000). In short, a ubiquitous critique 
levelled at private security is that they are untrained, unprofessional, unregulated and 
unaccountable police wannabes that simply get in the way of “real police work”. 

A 1983 Australian Law Reform Commission report echoes another prevalent 
concern that has been levelled against private investigators: private agents can be 
strongly tempted to engage in breaches of privacy, ethical conduct and the law: 
“{Private investigators]... might commit trespass... might obtain and disclose 
information in circumstances amounting to a breach of confidence in the legal sense 
and might breach legislation aimed at making certain activities criminal, such as that 
relating to official secrets, interception of telecommunications and the use of listening 
devices” (as cited in Prenzler & King, 2002: 4). 

Criticism of the private security industry is also based on its for-profit nature, 
which has been blamed for placing results and efficiency over ethics, and the pursuit 
of the private interests of the client at the expense of the greater public good. M.E 
Ocqueteau, of the French Centre for Sociological Research into Penology is quoted as 
saying that it is unrealistic to expect the private sector to have the same objectives as 
the public police. Profitability is their objective, not the prosecution and conviction 
of the offender. As such, “there would always be a problem in reconciling private and 
public interest in crime control” (as cited in Judge, 1988). The investigative and 
litigation support work of private sector FIAs may also directly oppose police 
investigations when the former are hired by the subjects of a police investigation. Law 
enforcement officials interviewed for this study complained that FIAs working on 
parallel investigations may impede a police investigation. Kinnear (2000: 114) argues, 
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“as these larger security firms become more diversified and develop records for 
success, they will be called upon to do more and more investigations that have the 
potential to be at cross-purposes to the police and the general public interest”. 

Other fears and suspicions of private investigators actually stem from their 
background as police officers and their ongoing contact with their former colleagues 
in the law enforcement community. Ocqueteau writes that private investigators are 
able to offer clients access, albeit clandestine, to confidential data through the “old 
boys network” (as cited in Judge, 1988: 13). One interesting finding that emerged 
from research conducted into private investigators by Gill and Hart (1999) was that 
former police officers often feel disempowered in private practice because they no 
longer have (legitimate) access to police powers or law enforcement data sources. The 
confidential and for-profit nature of their work affords many opportunities for 
professional duplicity, malpractice, and unethical and even unlawful activities by 
private investigators (Gill & Hart, 1999: 261). Some, but not all, of these concerns and 
criticism apply to FIAs and forensic accountants. One similarity FIAs share with 
security guard services is that they may be perceived as being in competition with 
public police. This competition may have reached a whole new level in Canada now 
that the federal government has created an in-house forensic accounting unit. 


Conclusion 


It is beyond refute that the growth of private policing is largely intractable at this 
point in its history. It has also become a truism that the state can no longer assume 
sole responsibility for crime control. Alternative approaches, including those carried 
out by private citizens, neighbourhood groups, non-profit organizations and private 
sector companies have arisen largely because of the widespread perception that the 
criminal justice system is unable to cope with the actual quantity of crime, fails to 
identify many criminal offenders and bring them to justice, is unsuccessful in 
rehabilitating offenders, and does not address the underlying causes of crime and 
criminality. While governments can provide more resources to the criminal justice 
system, this option ignores the reality that crime is not simply the exclusive concern 
or responsibility of the state. Efforts to combat crime demand a harmonized effort 
among a number of different actors within and outside of the criminal justice sector. 
Integral to this multisectoral approach to crime control is the involvement of a 
diverse, but compatible array of disciplines, industries, professions, expertise and 
skills. Moreover, effective crime control must entail a combination of prevention, 
deterrence and enforcement. Increasingly, reactive law enforcement approaches have 
been complemented with approaches that are proactive and preventative in nature. 

Calls for a greater level of cooperation and coordination between private and 
public policing organizations have been echoed by many who work within the 
criminal justice system. According to a past Commissioner of the Ontario Provincial 
Police, “public safety is a matter which requires a cooperative effort from 
many groups and organizations including public police and private security” 
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(O’Grady, 2000: 186). In a 1998 speech to conference of the United Kingdom 
Association of Chief of Police, the Chief Constable of the London Metropolitan Police 
proposed that a police service should put itself forward “as the central point for inter- 
agency cooperation designed to strengthen communities” and should even go so far 
as consider the option of contracting out to private organizations, under public 
police supervision, the responsibility for routine patrols (as cited in Stenning, 2000: 
328). At a 1994 conference of police commissioners, former Australian Federal Police 
Commissioner McAulay, suggested that the mutual exclusivity of the private and 
public security functionaries must end. Since both have common goals, he said, a 
formal relationship was needed (as cited in Sarre & Prenzler, 2000: 93). Based on his 
numerous years examining the relationship between private and public police, Philip 
Stenning (2000: 328) concludes that “policing policy-makers are now resigned to the 
fact that any effective policing is likely to require some combination, collaboration, or 
networking between public and private providers, and that the lines between the 
responsibilities of these various providers are likely to be difficult, if not impossible, 
to clearly demarcate”. 

Forensic accountants have been recognized as integral partners in money 
laundering detection and enforcement. Former law enforcement personnel working 
in the private sector also bring a depth and range of relevant experience and expertise. 
Experienced former police officers within the private sector can often carry out 
investigations more expediently and efficiently than junior members of public police 
agencies, which can potentially contribute to successful case closures, according to 
one industry insider: 


The timeliness of private investigation versus the criminal justice system is seen in 
the Bre-X fraud. Within 10 days of being brought into the case, Forensic 
Investigative Associates (FIA) had a team of investigators at the mine site in 
Indonesia. FIA’s complete report was presented in less than six months. The RCMP 
on site investigation started three month’s after FIA’s and its report was made 1% 
years after FIA’s. (Hunt, 2000: 139). 


In 1983, the President of the International Association of Chiefs of Police stated, 


With respect to white-collar crime and other frauds, private investigators have 
proven themselves far more knowledgeable about the nuances of their particular 
industries than public police. Proprietary investigators represent a first line of 
defense in computer security, corporate espionage, asset protection, assess control, 
and the myriad other economy-related offenses that invade the corporate structure. 
(as cited in Mitchell, 1999: 7). 


According to Ken Mitchell, Past President of the Council of Private Investigators- 
Ontario: “The reasons that private investigators have leapt far ahead of public police 
are many, including: more suitable, skill specific hiring; better access to up-to-date 
training and cutting edge technology; better organization to address trans-provincial 
and transnational problems” (Mitchell, 1999: 7). 
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In addition to accountants and police officers, forensic accounting practices also 
boast a wide range of relevant professionals, including those with expertise and 
contacts in industries vulnerable to economic and organized crime activities. The 
largest accounting firms boast a national and international structure, which is 
conspicuously absent in the public law enforcement field. In a survey of Canadian 
police executives conducted by the Police Futures Group (n.d.: 17) 95 per cent of 
respondents indicated that “private companies carrying out complex forensic 
investigations have a legitimate and useful role to play”. Furthermore, according to 
the Police Futures Group (n.d.: 18): 


When prompted to describe what role these private forensic investigation 
companies played, respondents said that they provide expertise and assist police 
in information gathering, analysis and presentation of evidence. As well, others said 
these private companies have greater access to resources and equipment with fewer 
limitations placed on them. ... Other strengths private forensic companies offer to 
police include cost savings as well as presenting interesting training and learning 
opportunities for police. 


Notwithstanding their investigative capacity, perhaps the most beneficial role that 
can be played by private security FIAs in efforts to combat money laundering and 
terrorist financing would be preventative in nature—that is, helping corporate clients 
comply with federal transaction reporting legislation and, by extension, detecting and 
reporting suspicious transactions to government agencies. Some of the key AML 
services that would fall under this proactive mandate of the private sector would 
include: risk assessments, AML policy and programme development, education 
and training, compliance audits and testing, and suspicious transaction detection and 
reporting support. Within the context of a cooperative and coordinated approach 
with the public sector, this role would complement the largely reactive, incident- 
driven, investigative role of public law enforcement agencies. Indeed, the principal 
role in combating money laundering and terrorist financing that has been delegated 
to the private sector—transaction reporting—is premised on a proactive, preventa- 
tive approach that encompasses detection and some level of deterrence, carried out by 
the private sector (in partnership with government agencies, which are responsible 
for receiving and analyzing transaction reports prepared by private sector entities). 

The proactive, preventative role of FIAs is consistent with the largely preventative 
role that the private security sector as a whole plays. Stenning (2000: 326) notes in 
the scope of their general responsibilities, private and public policing organizations 
have mutually compatible objectives in crime control and public safety: the public 
police are largely a reactive, law enforcement body, while private policing, in all its 
forms, has arisen primarily to focus on crime and loss prevention. For Shearing and 
Stenning (1983), the private security industry internalizes a preventative philosophy 
in their daily work and measures its success in terms of the ability to prevent future 
losses, rather than apprehending offenders. De Waard (1999: 169) argues that “the 
police and public have to accept that the security industry now performs a role, vital 
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for community safety. Its role is primarily concerned with deterrence. It plays a 
proactive approach, whereas the police often have a reactive approach.” Bradford and 
Simonsen (1998) contend that private sector organizations with large audit and 
investigative staffs, along with public law enforcement, can assist small business 
owners in developing fraud prevention methods. In short, recommendations that 
emphasize a proactive, preventative emphasis for FIAs are very much in line with the 
overall preventative niche of the private policing sector. 

Government policies that formalize a greater role for FIAs in combating money 
laundering should incorporate regulations, standards and an accreditation process 
that establishes high standards and accountability for AML service providers. All 
individuals and companies that have been accredited as licensed AML providers 
should be deemed to be state agents when providing such services, which mean they 
would be accountable to privacy and human rights legislation in most Western 
countries. 

In sum, the walls that obstruct communication and the mistrust and rivalries that 
thwart cooperation between government and the private sector policing agencies in 
combating crime must be torn down. The increased role of the private sector in crime 
control and order maintenance is not the beginning of the death knell for public law 
enforcement. Instead, these developments provide an opportunity to explore 
innovative new roles, approaches and partnerships for different actors in advancing 
crime control and fostering greater public safety on a more holistic, inclusive basis. As 
Johnston (1999: 193) writes: “What needs to be explored in the future is how, in a 
market based economy, governmental mechanisms can be put in place which insures 
that public interest are protected in security networks composed, in part, of 
commercial elements.” 


Notes 

[1] For the purposes of this article, “fraud” is defined as an act of deception deliberately 
undertaken to secure an unlawful gain, financial or otherwise. 

[2] For the purposes of this article, the term “economic crime” encompasses a wide variety of 


nonviolent illegal acts of deception for financial gains that are committed by an individual, 
or an informal or formal organization that may take both within and outside legitimate 
commerce. The most common economic crime offences include: credit card fraud, phone/ 
telemarketing fraud, computer/internet fraud, bankruptcy fraud, healthcare fraud, environ- 
mental law violations, insurance fraud, mail fraud, government fraud, tax evasion, financial 
fraud, securities fraud, insider trading, bribery, kickbacks, counterfeiting, public corruption, 
money laundering, embezzlement, economic espionage and antitrust violations (see 
www.law.cornell.edu/topics/white_collar.html). 

[3] Money laundering can be defined as a process by which cash and other assets derived from 
illegal activity are disbursed for the purpose of concealing or disguising their criminal origin. 
A comprehensive money laundering operation satisfies three objectives: it converts the cash 
proceeds of crime to another, less suspicious form; it conceals the criminal origins and 
ownership of the funds and/or assets; and it creates a legitimate explanation or source for the 
funds and/or assets (Schneider, 2004: 7). 
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[4] There are often substantial differences in how funds associated with organized criminal 
activity and terrorist groups are “laundered” through the private sector. However, the 
enforcement techniques that have been employed are similar: identifying the source and 
ultimate destination of illicit funds, detecting the funds upon entry into or movement within 
the legitimate economy, frustrating the international movement of illicit funds, as well as 
tracing and seizing funds and assets associated with organized crime and terrorist groups. 

[5] For this purposes of this article, the term “financial crime” refers to a category of economic 
crime that involves either a financial instrument, currency, document, transaction or 
institution. For example, financial instrument fraud involves counterfeiting or forging 
negotiable instruments, including currency, bank cards, checks and share certificates. In this 
respect, money laundering can be referred to as a financial crime. 

[6] This research was made possible through a grant from the Social Sciences and Humanities 
Research Council of Canada and the Law Commission of Canada as part of the joint funding 
programme: Relationships in Transition: The Governance of Policing and Security. 

[7] Transaction reporting laws require certain organizations and individuals in the private sector 
to report large cash and other suspicious transactions that may reveal funds related to 
organized criminal or terrorist activities. 
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